Suhad L atef

Color Image Encryption using Random Password Seed and Linear Feed Back
Shift Register

Suhad Latef, Nggwan A. Hassan and Ban N. Dhannoon
Department of Computers, College of Science, Al-Nahrian University, Baghdad-Irag.
E-mail: suhadlatef @yahoo.com, najtena2003@yahoo.com, dr-ban2001@yahoo.com.

Abstract

With the fast progress of electronic data exchange, information security was become more
important in data storage and transmission. And because of widely use of images in industria
process, it is important to protect the confidential image data from unauthorized access. In this
paper, a proposed seed was generate as a key to a Linear Feed Back Shift Register (LFBSR) which
applied on the RGB color image (Bmp image) with random keys=2'®. The performance of this
algorithm has been implemented on two types of Bmp image, the 8-bit Bmp image (palletized

image) and 24-bit Bmp image.
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1-Introduction

Security is an important issue in
communication and storage of images,
and encryption is one of the ways to
ensure security. Image encryption has
applications in internet communication,
multimedia systems, medica imaging,
telemedicine, military communication,
etc.

Images are different from text. This
means not all traditional cryptosystems
are suitable to encrypt images directly. It
is not a good idea for two reasons. One is
that the image size is amost always much
greater than that of text. Therefore, the
traditional cryptosystems need much time
to directly encrypt the image data. The
other problem is that the decrypted text
must be equa to the origina text.
However, this requirement is  not
necessary for image data Due to the
characteristic of human perception, a
decrypted image containing small
distortion is usually acceptable.

Security is needed against two types
of attacks, namely, casua listening
(Observers) or professional  unauthorized
recipients, termed as cryptanalysts. In the
former case, the security is needed only in
terms of hours while in the later it may be
in terms of years. The duration roughly
indicates the amount of time that is
needed to analyze the information
avallable in wuninteligible form in the

insecure channel  without the knowledge
of keys to derive the underlying
information. The scenario where security
is  needed against  casud listener
(Observer), the cryptographic  structure
should be as simple as possible in order to
reduce the cost [1].

In order to transmit secret images to
other people, a variety of encryption
schemes have been proposed. The
proposed scheme in the paper could be
applied on 8-bit and 24-bit Bmp images.

2-Background

The security of digital images has
become more and more important due to
the rapid evolution of the Internet in the
digital world today. The security of digital
images has atracted more attention
recently, and many different image
encryption methods have been proposed
to enhance the security of these images
[2].

Image encryption techniques try to
convert an image to another one that is
hard to understand [2]. On the other hand,
image decryption retrieves the origind
image from the encrypted one. There are
various image encryption systems to
encrypt and decrypt data, and there is no
single encryption agorithm satisfies the
different image types. Most of the
algorithms specificaly designed to
encrypt digital images are proposed in the
mid-1990s. There are two maor groups of
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image encryption agorithms: (a) non-
chaos selective methods and (b) Chaos
based selective or non-selective methods.
Most of these agorithms are designed for
a gpecific image format compressed or
uncompressed, and some of them are even
format compliant. There are methods that
offer light encryption (degradation), while
others offer strong form of encryption.
Some of the agorithms are scalable and
have different modes ranging from
degradation to strong encryption [3].
Mitra A et al. [4] have proposed a random
combinational image encryption approach
with bit, pixel and block permutations.

Zhi-Hong Guan e al. [5 bhave
presented a new image encryption
scheme, in which shuffling the positions
and changing the grey values of image
pixels ae combined to confuse the
relationship between the cipher image and
the plain image.

Sinha A. and Singh K. [6] proposed
an image encryption by using Fractional
Fourier Transform (FRFT) and JigSaw
Transform (JST) in image bit planes.

In  the proposed algorithm  24-bit
image the encryption is done on the three
components color (Red, Green, and Blue)
by generate pseudo random number for
each color component using Linear Feed
Back Shift Register (LFBSR). In the 8-bit
Bmp images we could applied our
agorithm ether on the index vaue by
generate one pseudo random number or
on the paette table by generate three
pseudo random numbers, one for each
color component. The structure of the
Bmp image (24-, and 8-bit image) has
been described in the next section and
how we applied our agorithm on it after
we describe this algorithm.

3- Color Images

Color images can be modeled as three-
bands each band could be considered as a
monochrome image data, where each band of
data corresponding to a different color. The
actua information stored in the digital image
data is the brightness information in each
spectral band. When the image is displayed,
the corresponding brightness information is
displayed on the screen by picture elements
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that emit light energy corresponding to that
particular color. Typical color images are
represented as Red, Green, and Blue, or RGB
images. The corresponding color image would
have 24-bits/pixel; 8-bits for each of the three
color bands (Red, Green, and Blue). Structure
of bitmap image file consists of either 3 or 4
parts depending on its type as shown in the
following diagram [7]:

File Header

Image Header
Pixel Data

Structureof 24 -bitsBMP file

File Header

I mage Header
Color Palette

Pixel Data
Structureof 8-bitsBMP file

Fig.(1) structure of BMP file.

The first part is a header (file and image),
thisis followed by an information section, and
if the image is indexed color then the palette
follows. The last of all is the pixel data which
is either index value (one byte) or three color
band values (three bytes, one for Red, one for
Green, and one for Blue). Information such as
the image width and height, the type of
compression, the number of colors is
contained in the information header.

4-The Proposed Image Encryption System
Using LFBSR

Here presentations of image encryption
approach using LFBSR. The block diagram of
the proposed method is shown in Fig.(2). The
password seed is also sent to destination via
secured  communication  channel.  The
advantage offered by such a scheme is that
even if the secret key is known to the attacker
somehow but the process of generating the
random password seed is unknown, then the
attacker will not be able to extract the image.
The decrypted image can be obtained as
origina image by having a reverse method and
the password seed only.
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Fig.(2) the block diagram of proposed system.

4-1 Generation of the Seed

The first state in the proposed system is to
generate the random password seed number
from the secrete key as shown in Fig (3).

Secret Key

Ko Ky K, Ks Kna Kna Kna Kn

1
! xor
1

Fig.(3) Generation of seed.

Where

Seed= S, A S, +S:A Sp+. 451 A Sy (D)
Si= (KoA Kj)

S= (K1 A Kpa)

N

Svz= (Kn2A Kpyze1)
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4-2 Pseudo Random Number Generator

(PRNG)

A pseudo random process is a process that
appears random. Pseudo random sequences
typically exhibit statistical randomness while
being generated by an entirely deterministic
causal process. Such a process is easier to
produce than a genuine random one, and has
the benefit that it can be used again and again
to produce exactly the same sequence of
numbers, useful for testing and fixing
software.

The use of pseudo random number
generators is insecure. Where random values
are required in cryptography, the god is to
make a message as hard to attack as possible,
by eiminating or obscuring the parameters
used to encrypt the message from the message
itself or from the context in which it is carried.
Pseudo random sequences are deterministic
and reproducible. [8]

4-2 Linear Feed Back Shift

(LFBSR)

A very simple and efficient construct is
given by linear feedback shift registers
(LFBSRs). A LFBSR is composed of a
register, which is an array of memory cells,
each capable of storing one binary value, and a
feedback function, which consists in the XOR
operator applied to selected cells of the
register [9].

Each new wunit of time,

operationsis performing:

1. The content of the last memory cell is
output.

2. The register is processed through the
feedback function. In other words, selected
memory cells are XORed together to
produce one bit of feedback.

3. Each element of the register advances one
position, the last element being discarded,
and the first bit receive the result of the
feedback function.

The proposed Pseudo Random Number
Generator (PRNG) using LFBSRs. A PRNG
contains n shift registers and is initiated with a
starting seed, which is usualy transmitted
through a secured channel for intended users
only. The outputs of the shift registers
are multiplied with the coefficients (Cp.1,
Ch-2,....,C1,Co) of a primitive polynomia with
respect to mod-2 operation. The resultant

Register

the following
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output obtained by the modulo operation is
then feed back to the first shift register. The
shift register output values are converted into
index (0-255) using bits to byte converter. The
general structure of such a PRNG is shown in
Fig.(4). [10].

For n-stage LFBSR, the number of
maximal length sequence is obtained by
deleting the nonprimitive polynomials from
the number of irreducible polynomias of
degree n which is given by the formula

F(x) =) (Y %)

n
Where ) isthe Euler function for 2 £ n £100
[11].
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Fig.(4) Structure of a general pseudo random
Number generator [4].

Maximal length sequence with period 2"-1
are generated only in the case when the
characteristic polynomial (x) is primitive,
where n is the number of bits and ¢(x) is the
polynomials that have maximum sequence it
have primitive polynomial up to degree n=100
[12].

Algorithm (1) shows the steps to generate
random number using Linear Feed Back Shift
Register.

Vol.14 (1), March, 2011, pp.186-192 Science
Algorithm (1) Linear Feedback Shift
Register
Input:

Size: size of sequence
Seq: sequence of binary bits
Output: Random numbers which are
sequence of binary bits
begin
count=1
Feedback=0
Loop for count<= Size
feedback=feedback+pol y* seg[ count]
Where poly is primitive polynomial
Inc (count)
Seq_Output[ count] =feedback
End loop count
End

5-Expermintal Resultsand analysis

The proposed system has been
implemented using Visual Basic and tested
several test images.

5-1 Applied LFBSR on 24-bit Bmp image
The 24-bit Bmp image is represented as 1-byte
for each of the three color bands (Red, Green,
and Blue). Thus the LFBSR agorithm is
performed to generate pseudo random number
ranged from O to 255 to encrypt each color
band.

5-2 Applied LFBSR on 8-bit Bmp image (on
palette) The 8-bit Bmp image is indexed color
image, this mean we have a palette table of
256 indexes. Each index refers to three color
bands (pixel value) (Red, Green, and Blue).
Here, the LFBSR has been performed on a
palette table, this mean the encryption was
performed on palette table by generate a
pseudo random number for each color band
that specific index referred to.

5-3 Applied LFBSR on 8-bit Bmp image (on
index value) another approach to encrypt the
palletized image in this paper is to perform the
LFBSR on the index value. The LFBSR will
generate one pseudo random number for each
index value which refers to three color bands
(pixel vaue).

Below are some experiment applied on
standard Lena 24-bit and Horse 8-hit.

In Experiment 1 shown in Fig.(5), the results
of 24-bit BMP using linear feedback shift




register. Here, the encrypted image appears as
a random noisy image as shown in (b). The
decrypted image is shown in (c), The
histograms of original & encrypted images are
shown in Fig.(5) (d) and (f). In the histogram
of the encrypted image the nearly uniform
random distribution of color image is achieved
where the recelved (decrypted) image is totally

noisy.

Experiment 1.

o x5 255
(d) (f)
Fig.(5) Results of 24-bit BMP image of Lena.
(a) Original image. (b) Encrypted image. (c)
Decrypted image.(d) Histograms of Original

image. (f) Histograms of encrypted image.

In Experiment 2 shown below, the system was
applied of 8-bit BMP image. In (b), the
encrypted image on paate appears as a
random noisy image. Also in (c) the encrypted
image on index appear as random as noise
image.

Experiment 2:

(@) O ©
800
600 600
“ i ———
0 255 0 255
(@ ©

Fig.(6) Results of 8-bit BMP image of
Baboon (a) Original image (b) Encrypted
image (palate) (c) Encrypted image (index)
(d) histogram of encrypted image (palette) (e)
histogram of encrypted image(index).
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6-System Evaluation

Many measures could be used to assess the
performance of any developed system. In this
paper, the evaluation is based on.

6-1 Image encryption and decryption time
in seconds, objective fidelity criteria Mean
Square Error (MSE) for traditional encryption
image using Random Number (RND) function
of Visua Basic and encryption image using
the proposed random number are shown in
Fig.7(a) the time of proposed and tradition
shows in Fig.7(b). Where the y-axis in both
figures is the types of images define in
Table (1).

12000

10000
8000

w
g 6000 + ——Porposed

—s—traditional

4000 4

2000

0
1 2 3 4 5 6

Fig.7(a) The effect of proposed and
tradition in MSE.

»nb —a—prposed
w4 —a—tradition

1 2 3 4 5 6
Fig.7(b) The effect of proposed and
tradition on time.

6-2 Histogram of encrypted images.

Severa color images of size 256x256 that
have different contents are selected and
caculated their histogram. One typical
example among them is shown in Fig.(5.f) and
Fig.(6.€), one can see that the histogram of the
ciphered image is farly uniform and is
significantly different from that of the original.
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Table (1)
| mage result.

Image

L ena 24-bit

L ena 8-bit (palette)

L ena 8-bit (index)

Baboon 24-bit

Baboon 8-bit
(palette)

Baboon 8-bit
(index)

6-3 The randomness test measures applied
on the produced cipher.
Five traditional randomness tests have
been applied on the ciphered images, the result
tests are shown in Table (2).

Table (2)
| mage test.
Serial
Image test
<=5.991
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Lena 24-bit 3.246

Lena 8-bit
(palette 4.402
encryption)

Lena 8-hit
(index 4.402

encryption)

Baboon

24-bit 5242

Baboon 8-bit
(palette 25.446
encryption)

Baboon 8-bit
(index 4.273
encryption)

7- Conclusions
The conclusions that can be draw from this
work are listed below:

1-A simple-to-implement method has been
proposed in this paper for image encryption
using proposed a random password seed
number from the secrete key and a Linear
Feed Back Shift Register with maximum

input length 100 bits. The register cycles

Science

through the maximum number of 2'%°-1
which it is the output over more a seed.

2-From the results, it is observed that
decrypted images for all color images are
totally lossless, thereby increasing level of
security significantly.

3- Experimentally with 8-bit images, encrypt
the index value is more effective than
encrypt the paette table even more than
encrypt the 24-bit image since it give us
high M SE and minimum encryption time.
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