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Abstract

This research focus on using wavelet method for hiding secret data in the audio signal. The
audio signal is transformed to frequency domain by using Haar wavelet transform. The wavelet
coefficients are utilizied to host secret data with exact retrieval capability. For embedding process
the magnitude modulation mechanism was applied. The introduced method makes checking for
extracted hidden data to be sure that the host block can hold secret data, and can exactly reproduce
the hidden data. The performance of hiding method was tested using the fidelity measures Mean
Square Error (MSE), and Peak Signal to Noise Ratio (PSNR) to describe the overall error rate.
Hiding rate was computed to asses the embedding power of this method. The test results indicated
that the proposed system can give maximum hiding rate which is %5.10 when the value of
threshold is 6, quantization step is 8 and block size is 16. The maximum PSNR is 42.94 when the
block size value is 16, threshold value is 6, quantization step is 2, and don’t make subjective
deterioration in quality of audio.
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Introduction wave audio file cover. Wavelet transform is
Data hiding has got great attention as a used in some audio application, such as it is
promising method that plays a complementary used for audio denoising, classification,
role to the conventional cryptographic identifying transient speech, also it is used in
techniques. Digital steganography is based on compression methods [4,5].
the fact that artifacts like bitmaps and audio Many methods have been introduced for
file contain redundant information. The idea hiding data in audio digital media. Sridevi et al
behind digital steganography is replace some in 2009, have proposed enhanced audio
of redundant information with other data [1]. steganography (EAS) system. Which applied
One should not underestimate the difficulty of both in steganography and cryptography. It
hiding data in audio signals. Bender explained uses a powerful encryption algorithm as the
the depth of the problem when he noted that first level of security, and in the second level,
the human auditory system (HAS) operates it uses a more powerful modified least
over a wide dynamic range. The HAS significant bit (LSB) algorithm to encode the
perceives over a range of power greater than message into audio [6]. Alkawaz in 2007, have
one billion to one and a range of frequencies developed two hiding schemes for embedding
greater than one thousands to one. The HAS is secret data bits in fourier (specifically, phase)
fairly poor with respect to its differential coefficients of the audio signal. The first
range. This means that loud sounds tend to scheme called Hiding in VVoiced Blocks (HVB)
mask out softer sounds easily [2]. hides the secret data in voiced blocks only, and
One of the techniques that used for hiding the second scheme called Hiding in Checked
secret data in multimedia covers is wavelet Blocks (HCB) hides secret data in blocks
transform. Wavelet domain based techniques which can host the data and later could retrieve
are becoming very popular because of the data from them without error [7].
developments in the wavelet stream in the The aim of this research is to design and
recent years [3]. Information is embedded in implement a steganography system that hides
the wavelet domain by modifying selected secret data in the blocks of audio data using

wavelet coefficients of the host image, and by wavelet transform domain, only to audio block
using wavelet transform one can hide data into

183


mailto:waffaa_shehab@yahoo.com
mailto:loayedwar57@yahoo.com

can preserve the secret data are chosen as host
blocks.

1. The Proposed System

The structure of the proposed system is
shown in Fig.(1). It consists of two basic
modules: hiding and extraction modules. The
input to this system are the cover file (wave
file), and secret file (binary file). These inputs
are processed in the hiding module with
various operations are applied to produce stego
wave file. The stego audio could passed
through the extraction module, and after
passing a set of operations, the secret data is
retrieved. The following sub-sections explain
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the action of each stage in the both modules of
proposed system:

1.1 Hiding Module

The hiding module consists of a sequence
of processes. As a first stage, the cover audio
data are partitioned into blocks of samples.
The block size must previously be predefine
by the user, and must be not so large to avoid
the occurrence of high computational
complexity. These blocks are classified to
voice and unvoiced blocks, only the voice
blocks are used as host block.
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Fig. (1) The layout of hlamg and extraction stages.

A. Voice/Unvoice Classification

The hiding method in this research
depends on hiding in the voice area of
the cover sound and ignores unvoiced area.
The implemented voiced and unvoiced
classification was based on measuring the
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voice power for each block of cover wave
data, and compare this power with a
predefined threshold value (Thr) to decide if
the tested block is considered voiced block or
not.
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B. Wavelet Transform

Wavelet transform is used to convert the
spatial domain into frequency domain. Haar
Wavelet Transform is the simplest variant of
wavelet transform. In this transform the low
frequency wavelet coefficients are generated
by averaging each pair of adjacent audio
samples value, and high frequency coefficients
are generated by taking half of the difference
of the same two samples. The two produced
bands are called the low frequency (L) and
high frequency (H). The L-consists of low
frequency wavelet coefficients, it contains the
significant part of information of the spatial
domain. While H-consists of high frequency
coefficients, which contain the details of the
spatial domain [8]. It is decided for the secret
data to be hidden in high frequency domain.

C. The Quantization

Quantization is a process comes after
forward haar wavelet transform, it is applied
on the high frequency coefficients. The type of
applied quantization was the uniform scalar
quantization, where each sample is treated
individually. The high frequency coefficients
are uniformly quantized in order to establish
suitable uniform slack spaces with their
values, these slack space are utilized as hosting
areas, to hide secret data. The gaps made
between the quantized values of high
frequency coefficients should be enough to
carry the added values of secret data. The
uniform scalar quantization was done using
following equation:

Cqnt(i)= Qxround (C%V(I)J ............................ 1)
Where:

Cuwav(i) is the i original wavelet (detail)
coefficients.

Q is the quantization step.

Cqni(1) is the corresponding i quantized
coefficients.

N is the block size.

and i=N/2,

D. The Embedding

In this stage, the hiding of secret block is
done on the voiced blocks, exclusively. So, the
implementation of Haar wavelet transform and
quantization process (to prepare the slack
space) is done on the voiced blocks. The
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embedding process is done by adding or
subtracting a value (A) to quantized
coefficients. The value of (A) should be less
than half the value of quantization step, in
order to avoid the occurrence of a jump from
certain quantization bin to the adjacent one
(previous or next) as shown in Fig.(2). The
application of addition or subtracting
processes depends on the value of the secret
bit (whether it is 0 or 1). The quantity (A) is
added to quantized coefficient (Cqnt) if the
secret data value (S) is 0, or it is subtracting if
(S) is 1, as follows:

Com(u)- A if S({i)=1
Custg(U)=

Coni(u)+ A if S(i)=0
Where:
Cqn(U) is the u™ quantized coefficient in the
block.
Custg(U) is the u™ host coefficient in the block.
S (i) is the i™ secret bit.
N is the block size.

u=N/2,....., N-1.
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Fig. (2) The Embedding Stage.

1.2 Extraction Module

The extraction operation is similar to that
mentioned in hiding stage but it is arranged in
reverse manner, example instead of embedding
the secret data it is extracted.



A. Stego-bit Extraction

In this stage Fig. (3) the forward wavelet
transform applied on the stego coefficients
(Cstg) and extraction operation applied on the
same coefficients, and secret data extracted.

The extraction of the secret bits (either 1 or
0), is done according to the following
equation:

i O if Can(U) > Cqm(u)
S (i)=
1  Otherwise
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Where:

Cuav(U) is the u™ Haar wevelet coefficient of
the stego audio block

Cqnt(u) is the u™ quantized coefficients

S (i) is the i" retrieved secret data

B. Integrity Check and Mean Modulation

In this method Fig.(3) not all the embedded
secret bits are retrieved correctly, a little
amount of secret bits may retrieved wrong. For
this reason, the mean value for each block
computed and then checked, if odd or even
value. If it is even then the block is considered
empty from secret data, otherwise it is
considered a host block.
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Fig. (3) Integrity Check and Mean Modulation Stage.



Journal of Al-Nahrain University

2. Test Measures

The measures used in this research to
assess the performance of the considered
hiding methods are Mean Square Error (MSE)
and Peak Signal to Noise Ratio (PSNR) for the
stego cover signal and the Hiding Rate (HR),
they defined as follows:

M
MSE :iZ(Si —S) e, (4)
M3
2557
PSNR =10100 5| — [ evererrrieeireineieniennns 5
o022 0

Where ,
S; is the i" sample in the audio cover data.

Si is the corresponding i™ sample in the audio
stego-cover data.

M is the total number of audio samples.

HR = > x %100

x M

Where,

St is the maximum possible number of inserted
bits in the cover media.

M is the size of cover media in bytes.

3. Test Results

In this research, the control parameters that
have significant effects on the hiding rate and
ratio of the correctly retrieved secret bits: are
the threshold value, quantization step, block
size. In the following sub sections the effects
of the above effective parameters on the
performance of the hiding method are
discussed:

3.1 Threshold Value

The decision of voiced/unvoiced sound
classification depends on the value of
threshold (Thr). If the average energy of the
tested audio block is higher than threshold
(Thr) then the block is classified as voiced
block, otherwise it is classified as unvoiced.
Then the voiced blocks are used as host area
for hiding the secret data. Table (1) illustrates
the effect of threshold (Thr), embed the data of
(Doc2Sec) file has a size is 41.5 kB in the
cover (musicl) audio cover file whose size is
70.3 kB.
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Table (1)
Effect of the threshold (Thr) on the
performance of hiding method, (N=16, Q=8).

Hiding Rate
(HR)

3.2 Quantization Step

Quantization process provides suitable
slacked spaces to hide secret data. The main
parameter used to manage the amount of slack
space is the quantization step (Q). If the value
of Q is increased then the slack space used for
hiding increases, and peak signal to noise ratio
decreased, but the same time it causes an
increase in the distortion level of the stego-
cover signal. Table (2) presents the effect of
quantization step (Q) on the hiding method,
the contents of the (DocSec) file where the
size = 19.5 kB, was taken as secret data, and
(music2) audio cover file which the size of
it=70.3 kB.

Table (2)
Effect of quantization step (Q) on the
performance of hiding method
(N= 16, Thr=6).

3.3 Block Size

Table (3) shows the effect of the audio
block size (N), we can notice that numbers of
inserting bits are increased when value of (N)
become large, and peak signal to noise ratio
decreased, but the same time it causes an
increase in the distortion level of the stego-
cover signal. The secret data was the content
of the (DocSec) file has a size is 19.5 kB
embed in audio (music3) file whose size is
80 kB



Table(3)
Effect of the block size (N) on the
performance of hiding method (Thr=6, Q=8).

Block Size Hidin
) Rate (HgR) MSE | PSNR
8 5.00 7.03 | 39.66
12 5.06 7.90 | 39.15
16 5.10 8.63 | 38.76

4. Conclusion

Hiding in voiced block sample is more
suitable to avoid noise occurrence, large
threshold value filters in only the high power
blocks of the cover audio signal, and this will
avoid the unvoiced blocks, and consequently
increases the probability of correct retrieved
bits. But it decreases the hiding rate, large
quantization step provides more slacked space
to hide secret bits, but it causes more distortion
in cover audio and the integrity check and
mean value of the voiced block is imposed to
ensure that all the embedded secret bits are
retrieved correctly.
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