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Abstract

Criptanalvips is th2 seience and stdy of methods o breaking siplurlexl. Spiflman presented a
freneric Algorithm (GA) far enyplanalysis of Merkle-Helban knapsack, Then {hure et al improved ths
Spillman GA, The contribution af this poper is to harness 1w power of GA weel by Garg et al to get mors
refiable results and o less computation time. The hreefold wlijeclives (relinhili?}:, cfficicovy, wmd
icnplzmemtation simplicity) are sutisfed in this paper hy nhlising 3 GA, krown ws dipleid G4, which has tw
Advance gperalors gipdoid representatian seheme and deminange mr. Lhplodd 034 4s used o translate each
number in ¢iphereal mtn the correet knapsack assisument which represents the ASCH vodz far the plaintex
charasters. Kesulls are compared with Garg ar al and they praved thar diplaid G4 is more efficient and
highly successiul in Binding the correel hit pamer far the hard knapsack sam

Introdue tion

Cryptography 25 the science gad he study of
secret  writing  and il pracutioner  hy
crypwoprapher. Creplanalysts are pracBtionsr of
cryptasalysis, the science and study of method of
breaking cipherieal [, 2]

Thete are varions tvpes of cryplanslytiz
attacks based on the informetion known o
crypranalyst |2, 3] In edeferien-omty msk, the
cryplanalyst [ins the sipherast of several messapes
all af which Lave Bocn cnerypted nsing the same
eneryption alporittun. 'The eryptanalysts job 3 o
recover the plaintext o as many messages
piwsihie,

I keviwn plaintext attack, the cryptanalyst
has scooss nol only Lo the ciphartext of seweral
massapes, bul also G (he plaintewt of thase
massares. His jobis o dedoee the keyis) nzed w
enarypt the massage or an #lporithm w decryps aov
new measaps cosrypled wih the same key,

It chosen-picimext artack, the crvpranalvst
nit pnly accesses 1 tw cipherlest and associated
plabteal ol several messages, it he also choosey
the plaintexi thal pels encrypted. Hi= job is o
deduee the kevis) used Lo encrypt the messnoes ar
an  algorithm 1o decrypl Ny new  messape
cncrvpled with the same kev(x),

In aduprive- chosen ploimiexs argek, s
spocial casc of a chosen plaintest altack. Mol only
can the crvptanalyst choosc the plantext thal is
encrvpted, but b alse modifics his choice based vo
The rexnlls ol pervioss cnervprion,

The sl application of Geoctic Algodibiom
(C3A) in the cryptinalysis al knapsack cipher is
sugpcstod by Spillman tn 1993 | 4] The goal of this
SA Is to tramslatc cach mumber ino cemecl
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koapsack, which represents the ASCT sode far the
plainlexi charaetors,

Then, o 20k Garg Pooa gl dmproved the
wdficiangy of Spillman's geretic alporithm acback
on knapsack  eipher [5]. They raks  cortain
reslrictons on the covoding sleorithm. Thase ars:

1. Unly the ASC code will be cnervpted.

2. Te super increasing, sequeice will hive =ipht
slements.

3. Plaintext bas el more than 100 charaziers
length,

Thea concluded [3] tha the eNicieney of the
OA allack zan bz mapoossd, even more than
Spillman A, by variation of  the inidal
assumptions like crossover aperatien, rmolalion.
and size of population. The one-paint crossover
opzration applied In the alporithm, The mutstion
process moves hebween fwn random points, “Lhe
ereal  siee of  popikidion,  high  crossover
prokability, wnd small mtation probabiliny are fhe
musl opdimel srrangements for GA. The resalis are
worse  wlien the size ol the population and
probabilicy of coossover operator decreases, and
when the cocfficient mutation inercascs. Wronp
coefficients destray the chromosomes that ars
weall-zelzcred,

This paper  prescats an approach 1o
crypranalyst the Moerklz-Hellman algerithni and 4l
the  information aeaflabls 1o crypranalyst s
ciphieriextl orly. The approach uses mechanism of
diplaid Ga Lo recover the plainlest from ciphertexl
withaut knowing thie key. e contribution in this
work is throefold. By urtilizing dipleid GA with
e advancs  apsrators  Gpleid  repretonnatioe
scheme and domiimence mor inoaddition e the
traal Wunal G4 opetatoss, we siisty the follew g,
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= Leliability: Geot morc acsurate rasults,

=« Lfficicney: The aceurale results are produccd
with  muoch  faster  lime (e with  less
compulaion ).

¢«  Tmplementaion Sinplicity: Lhe GA eode 15
stil easy ro implement und require fow
parzclers 10 fuhs,

We beprin this paper by illustralmog Morkle-
Tleflman algorithm, Then, we disenss how ta use
dipleid GA 10 crypranalyst the algorittun and
rocover e plarzxt, Finally, we presenl aur
rersulle and conelude this work,

1. Merkle-Tlellman Knapsacks

The lirst algorittun Jur generalizadon pohlic
ke cwcryption wos the  knapsack  algerilluo
developed by Balph Merkle and Wartin [Tellmarn.
The Merkle-TTellman  alworithm @ based  on
knapsack problem. The knapsack problem poscd a
set of positive integers and a Langet sum, witl the
anal of finding a subscl v the integer that summed
to fliz tarpet, The knapsack problem s M-
complete, impleing that W salve it probably
roquires fime oxponemtial in the size of the problem
{i.2. the number of integers) [1, 6],

Merkle-Hullman knapsack cncodes a binary
message as a solutinn to knapsack  prablam,
reducing, the cipherraxt o the target sum obhtained
by adding tenns corresponding to the 1s in the
pleintext, That is, blocls of plaintext will he
convertsd o knapsack sum hy ndding inie sum
those terms thut mateh with 1 hit in the plaitext as
ilhiztrated in the following exampla:

Plainiext 10Ed o 1. 01141 6
lpapuack 12592043 12592043
Cipliertext 115143 1 213120

Targe! Sum 49 | 27

A knaprack 1 represented as a voolor ol
integer tferms in which the ardzr of the teoms s
very importaut. There are actually two knapsacks;
an easy ote, to which a fast alporithm exists, end
the hard one, derived by masdilying the cloments of
the easy knapsack.

Merkle-[lellman alporithim wses Ly
praperty. The private ey is a sequanee of weiphts
lor superincreasing (i.e. set each of whose
elaments s larper than the sum of all pervious
elements} knapsack problem. Public kev is &
sequance ol weighls lor hard Bnapsack problen
and il is crealed lrom private ey by muliply all of
the valucs by sumber m, moed mi. The modulus (wd
shculd be greater than the sem ol a]l the numboers
m the sequence, and god femi— |, pod ropresents
the greates! common divisor,
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To enervpr a binery message, Arst break il up
into hlacks equat w the number of irems in the
kuapsack sequence. Then, allowing a e w0
indicate the {lem is preszl and g0 to indicate that
Ue il ie absent, compata the totai weighis ol the
knapzacks one for avery mossaee bluck.

Tu deervpi the ciphesTtast, a2 legitimate
recipient of the messase knows the pivale koy, as
well as oo me Tha recipiont mast firat determine
«' wwltiply eack of 1he cipherisal valus by
n Vmad s, and partiticn with the privats key to
pet plaintext valus, w s dstermined by equarion
(1L
n !l =s" N mod e (1)

Where ebimr) is Lhe ouiiber of elomonts in
U rechiced set of residuss modele e (e the
number ol positive intrgers iess than m that are
reiatively prime o m).

2. The Cryplanalytic Approach

Lz presented cryplanalyet ulibizes diplond
GA Lo eryplunalvsis knapsaek cipher. Crypranalyst
hias arly cipher texl and wank to recovgr plaintcxt
frowm il The ciphertest forms as integer number
that represcois targes sum of hard  hoapsack
peahlam.

Thz usefinlnass of diplodd is hat it allows for
mermery ul previously discovered solutions which
may he uszfol as the environment change. Inoa
diploid A, & pair of  Wenteal  coding
chramosories, caifed fomologows pair, represents
an individuzl. Lach binarv gene wus deseribed Ly
two genes, a prodifier pene a-d Stunetwanal penc.
I he functianal pene woek oo norm:al 0o | values.
The tmodifzer genc teok on wvalue M or ru Each ol
these pairs nst be decoded into single sming said
10 represet an actual problem salution. The values
n this siring are suid W beothe sroreied values
assnciater] with the (tkploid chromosame | 7.

Tl mzchanizm of climinating the conflizl
betwean  homnologous chromesomes  through &
genelic operator i called domiaumee. At a lous,
it has been observed that cne nll=le (the drminsnt
allelz) take precedence over (Jommaales) he other

alternative  alleles (recensive) m thit loeas,
Diploid individuzl Hepresentation and
Enitialezation

Diplid Ga werk o w4 population  of

individial:. The popalation reprosenls a sef al
candidntz= solutions tn the prablem at hand. The
individoa! is twisllelic and s valves we 0. 1, and -
I. The number of bits in each individual is cqual to
the mreher of 2lemoenls key. [Tave, the individnal



Jaaraal of Al-Nahrain University

lengtl is counl w0 eight. Figure 1 depicts jndividuul

Teprestolalion. _
l_]_|-lﬂ]ll-lﬂ
Lo Jofal ]l
Ligure | : Tndividual Representation

Al the bogining ol the diploid eyele, n
rundnm nuwber of individunl are croaled thar

repeesent population sice gop s

Fitngss Function

To evaluate the jndividual, first we apply
Halktrer rile to contral dominnncs that say hoth |
and -l map w 1, b 1 dominates ¢ oand ©
dominares -1, Uipwre 2 depicts thiz dominance
scherna, With this suhume the more elizclive allele

hecomes domenant, thereby shiclding the recessive
7.
b1
g [oin T
S
(1)1 )1

Figure 2: Triallulic Dominance Map

Then, evaluare the cspressed wale osing (foess
lunctivm given by squation (23 [4]. The sxprosscd
value ol fipure 1 will be as figor: 1

[TTalelL]r] 1 |0]

Figure 3: Expresced Valoe
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Seience

Tipleid (A Opcrators

After  deiining  the  represeniation ol
mchividead soluticos and computing e [Hoess
funzrion lor cach individnal, the diplaid GA
nperators arc applied oo pel batter solutions. Thase
OTECARICS dre seleerion, crossover, and mudatinn

Chiven w pamtlation of individieals, sasl oue
with a fitness value, the nlpatithm progres.es by
randomly selegtivg twa for mating. The hbinare
tournament selection is el [7. 8, I tousisinenl,
A pait of individials is comprted. e individusl
with d high limess volue is copiel into the mating
poal. That is, individuals with a high fitness valuc
hive a preater chanes of being selected 10 gencrate
clukbren ler the noxt seneration. This process s
repedited UntE the mating pool s [lled with mmber
slindividnals equal ro population size {pep.].

Thep, tea slapes process of  crossover
caeratar s applicd. 1o the first stage of diploid
informalion  combination,  crossover  ncours
hetwsen the homolopeus clunrnsomes within a
sinste tndividual 1o fonn single sirandzd gamerss.
This siage iz valled  gowetogercss.  Afer
ganstvgensis, 4 haploid gamere from oo parent
is eaaabined with a haploid gamete Ifom another
parent tn foren the homologous pair for a Jipleid
olfipring's  chromosome. This  slawe i3 callsed
gortilizazicn, Flpore 4 demoustraes crossover
apcrator. The crussuwer operaler aperates with
pro®ability £

After the generialion  has  bheen
determined, the individoal nee subjected 10 8 low
cade uwation [unsdion. The metatian convers zach
allele tvpe 10 une ol the other ypes with equal
poobubility. Thos, mutation acconunrts to chanpes in
value (ise. fram a T-valoed allel: o 3 © and vise
versdl and chunge: in dominance {1e. from
dominanl U to recsssive -13 [2, 18], The mutation
courdles wilth probakility Py,

rMew

Lviploid GA Solution

Whun applying dipdaid GA operators, & naw
ganeratien is crealed. The process of applying
diplew GA s repealed unhl stopping oriteria is
met.  lere, the stopping condition i when the
fitmass fiinetion coual to | whicl weans thal we
redch v exacr zolution the repeesent the ASCH
crabe of the characder in the plainmex) (Lo rocoweer
plamdexd).

Results

The dipleid GA was tesred vsing the same
eaalple wbf [8]. The Murkle-Hellman algarithm
was ured with the lollowing pammeler;




L. Priveas kv (ensy knapzack): 13 7 13 2665 110
AAT 504 1007 2013 4027 8053 La1G 32230
C = 654E3,
. a=2105] and we compute 1 = 3363
CPallie By {hard knapsachh (28031 (30N
L6371 11711 25223 58555 1aal3 531322),

After determining the parwnciers of the
aluorithm, the eneryplion process is applied on
plainl=xt” MACKO and the following ciphertesl
15 abtaioed 65728 IT6A6 TO4TIY LU3LS0 [2EEZI
vacl ownber reprasents a sum ol the difficnlt
knapsack.

Th: eiphertoxt is amacked by cryplanalysl
using diploid A with pammwetens: pogre, =2, F, =
0.9 amnd £ = L] o wanslate cach number e
cipheriest nto the correcd kmapsack assigoment
which topresents the ASCH code for the pluintesl
chagactors,

ha crvplunalyst ablaines de result in ASCT
code. That is, it vorrectly identificd the cocipherzd
churacters whivh represceut the plaimtext. The resull
i [OTTERII TOUORG1S L LEa0aiig OIn0iG10n
11L100L0 which represent the aSCIH cnde dior
MARCOD, Table 1 and 2 iflustrates the
Ciurg el al, und our resulis,

o Tak

resulls of

Tuble 1! Garg et al Results

Character | Average popnlacion sizs :
A 1z .
C 271
R - ik
9 . . 8
Avgrage LLS
Table 2; Qur Results
Character | oymlation
M 5
‘q__.... . 5
Z 3
12 5
o )
Ayerage 5
Zince diploid G4 embodics g dorm of

tomporal memnory that s distcbueed  accozs e
population, then it 13 highly sueccssful in finding
the correct bit pattern for the hard knapsack som.

Compaciop aur npprosch that wses dipdoidd
GA o oryplanalysis knapsack ciphbe wille thar of
Crare o ad that nses simple GA, we can draw Lhe
following ensouragimge remarks:

Th
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o Our diploid GA upprowch i3 wmore cfficient
than Ciarg el al. The reasons behiod thiz result
ara the fullowing Fust, the diploid GA works
with g, cqual to %, while {arg el ad A Las
1o work with, o average, 115 Individoals. In
ather words, aboul #5.65% of computation
nowe per every rEperalion i saved when
dipiaid GA is afepled. Sucond. when the
adopled diploid {3A cooverpss t the acourale
solution for the first number in ciphertex [ie.
ASCH cade of the first charactar in the
plainbest) which is pareally accumed when Lhe
fiiness [unclicn eguel w1, it continues (o re-
cvolee this final populatinn aceerding {o the
nexl pumber in the ciphertext and so on with
oub requiring o rc-inttialize the population
randeinly froan the beginning as thiz is oo cise
of the {urg ¢l a@ GA approach, This re-
gyvolving ability comes from the fucl thal
diploid GA has a diverge numhber vl silulioms
saved hesides those converged solutions that
exwpressed when populalion continics 1 evolve
toward o given salmion. Hewever, the GA nf
Cierg et al evolvss and thus comverpes ils
population towards only ane salnion, and Lo
re-chanpe  sofulion re-initializing
propmlation instead ol re-svalving it

o [pde onplementation of the diplaid GA s Sl
W ey o e traditienal GA.

Conclusion

This paper prosents an approach thil ulilizes
dipliid GA 1 crvplanalysis  Merkle-Hellman

Lnapsack. The approact s sunipls and elticient and

offers a powerfitl ool w cryptanalysis knapsack

cipher thal successfully finds the coregct bit mallemn
for (he hard knapsack sum {i-c, ASCI code lor
platmiext  charavlers). Owe approach @5 more
efficient than (Gurz el al because their methods use
avergee 115 population te pive the correct result

wliile in our approach, the pop,., s ser ™ 3,
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