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Abstract

Mhix paper presents a steganagraphic approuch capable of conuealing 4 piace of critica! inlarmation

tarayseale mage) in & cover ROUR images.

The crivical infvrmation 1= lirst enciphorsd, and ey agbeddad

ino the cover inagye layers that rekain only pixels in arza with similar spatial frequency charaelzristize wo that

ot corresponding cacipherad date.
Ermor {MYE) and

Reaults show that lmape Chuality Meazanes {10% sucly 2 Mean S
Corrglation of the proposed approach are duceptable By comparing the mueehanisn of the

propnsed approach with less sipnificant bit wplacement muthed, we can diaw that rir mathod providas un

Lxrra laver of seciriny

Introduction

The tize ol the Imerner and  moalismedis
lechnigues i the mid-19%0« has  promqrad
Increusing interesl in hiding data in Jigilal madia.
Facly research coucentraled on wacrmarking to
predect copyriphted muellimedin produets (sueh as
images. nudio, vides, and tewt) I, 27 Data
cmbedding has afso been tound to ke uscfal
covert communivation, nr srepanovraphy. Tha goal
was and atill 5w convey messaaes under cover,
soncealing the valy  exisience of information
exchanpe.

Counpared to wateanarking, slegunooraphy
his drawn less attentivn until recantly, as coinpuler
specialists,  sipnel-processing  rescarchers,  and
multimedia  product veadors  eoncerned  about
infortnation securily have recognized that illicit use
of fre weelnique might heeome g fheeat o the
security  of  the  worldwide  informaticogn
infrastructare (3], Ressarchers have thus bugun 1o
stdy steganaivsis, or the detection of crabedded
information. Detecting sceret Jdats  hidden in
millivng of multimedia items dowoioadable irom
anline sitey is recrgnized n: an especially difficull

lask [=].

The idea  and  practice ol hiding
information  exchange has a4 long  hislory,
Tradidonal  wehniques  of  steganopraphy, or

vovered writing in Greek, ranged frem tattooing
the shaved liead of a trasted messenger doriog
gncient times (as oeported by the 5$th cenlury Greek
historian Herodotus) to nsing invisible ink during
the two World Wars (0 the 201k century, Modsm
steganography cmplays cigial media content as
carnenutlone,  powerlul compolers  znd  siumal-
processing  lechoiques © hide secret data, and
melhcds to diseribote stepo-nedia throughaut
uyborspuce, thus posing a cerious challenpe o
scientists and profissionals alike m the fizld of
infommation seouric:,

i

Lammon approachss 10 hide efomarion in
digital Jimges inclade least signilicant bt {LSEY
iserion which meaus Where is enmuigh infemation
in the seven bits precading it to susure thet e
carrect color will be esiablishad, When ¢mbedded
data’s bits are substituted nfo the least significant
bits location # will haee little to 0o efTect nn the
images appoarahce o the homan cve (41 Oither
approdches are masking (in o manner similac 1o
papct walermarks), and  wfornwtion hiding 1
transformations. Data embedding nerfernsd e the
Lranslorm domain is widely uwssd far robost
watcimarking, Similar teelinigaes wen also realize
farme-capacity  cmbedding  for  stzgancpraplyy.
Candidate  transfortns  include  diszrete cosine
transfurm {DCTY,  disersis wavelst lrwsiorms
(W T, and disercie Fourier transfeons (DF T By
heing embzdded in the anslorm écmain, the
hidden datn resides in mors robust azas, spread
actoss  the eolire image, and provides  hetter
tosistance  against sigmal  processing.  Vanious
methads ans available. For example, we can
perform a block L1 and, depending on paylaad
and robusteess requircntents, cheose one or moere
coupponents nosach block o fols a new duaa
group that, in turn, is peeudo-ianduonly scrambled
and undergoes 3 second-layer  teansToomation.
Maodification 15 then carried cut on Lhe double
iramsform  domain cocfficients  using  varipus
schemes (5. 8]

I this paper, now appeoach for  luage
steganography has bheen propesed referred rons
trequency Lavercd- Based Steganoe apliy (LBS).
At the =sender’s side, the cmbedded imags s
encrypled e exclngive ar {xor) aparztion using a
spegified key. Then, the caenvpicd image is hidden
i cover image laver that rernin anly pixels in area
with similay spatial Jregueney charaglenistize, The
advantage o FILBS method s thaot peovides an
extra laver of securily over the conventioral ons,
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‘I'he propused data hiding methid i5 deiniled
in  section  twa,  Paperimental  resmils and
conclusions arc provided in seclivo tuec and four
respeclivily.

The F1BS General Layout
The purpnse of the steganopraphy is, do
pencral, to hide data well gnough thil wniztended
recipients do not suspeet ahoul stegasographic
mrsstinn of containing hidden data. Cryplegraphy.
on the olher hand, encodes data s0 thot an
whitrennded  recipient  cannot  wndemslund TS
imtended meaning. Most stepanozraphic methods
also encrypt the data so even if the prasence ol the
data iz detected, deciphoring (decrypling) the daa
will stilt be required. Hence lordh, stepanograply
ig complemeniary to epptagraphy because it adds
an cxren layer of security. The purpose ol Lk
paper s 1o combinc  sTegananography and
cryplograpiy i one scheme. Whiks, stepnnograptiy
schempe  depends e desompising the
steganographic nedinm (2 cover inags] inte lavers
cach of them cunlains those pixels in arcus with
specified laplacian rnagniludz
(sharpnessfroughness  wagnitude).  a sbupls
crvprography selieme, on the wlhzr hand is used to
encrypt the hidden data (an cuibedadzd image), The
steps ol Frequency Layered- Dased Stegancpraphy
{FT.B5) approach arc cxplained as follows: :
Stepl: decomposs the cover imuge (x) i various
froquensy  components  {lavers),  Fach o bayer
consisting of an image the same size ax 1hie criginal
ane, bur oy pixels in area with a corfain spatial
frequency range (i.¢. a band pass filrered version of
the original aned. This decompuosing process van be
dane as follows {{igure {13 [T])
v Corvert fo de-coveelatad colur spoce; Canverl
r form corcelated RGB color space oo do-
comelated calor space (co ¥, where Fois a
mensure ol furminanee and 1 and O conipeacnts
are the chromatic inlbnnation). Figure (2) depders
this slep vu an image cxample,

Figure {2 a: RGE Image b: ¥ Channal of Imugy
a

= Apphy Gaussian ar mear filtee: The 1 s fluered
by low-pass fiter { we use 3x3 aossian filler
wilh coeflicient (0,00, 0.23.0.4,0.25, aml 4,057 or
x5 mean {iller). The rezulted image 15 callad
fAad Fipure (Y depicts lew-pass  llering on
chanmel ¥,
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Figure {3} Low-pass Filtering for Channel ¥ (120
loaw-pass Tilkee with Gaussian fifter, right lnsw pass
liltering with mean Lilke)

o Apply Lapfecton fiter: Subtract the low-passes
imape vy from the claanel . The diflersnce s
then rectilied {i.e. by laking the absolute vahizs).
Muliple thresholds are applied (we o theee
thresholds, i.c. four lavers), Tl mspoitude of the
imugy indicates the sbarpness of the imape area.
A busy arga. which containg many sharp changes.
will result in large difference hetween the eover
image and (G smoolhed nape. A flat area will
resuit In gmall dilTerence betwaen the poginal and
srranthed imape, Therafore the magnituds i the
laplucian is an indication ol the renghness of she
imape Arza surmomddiop the pisel 1he schems
therclurs cilectively clasuificd pisels in arsa with
similas roughness  nto the same layer. Fiooss (41
depict: cffeet of laplacian [flrer with  Lhree
thrushelds {15, 35, and 65) on £{y).

T g e

FIE T
i :.__1!-3;5:;.,_ .

h. Ls:
Fimre (4% Freguensy Classified layor for Tmage to
Figurs 2,a. & White Coler ndicafes thal the L'zl
is abenr from that Position

aSort Lavers: Sort the layers obtained [t the
step i desconding order {acccrding 10 the
nuember ol pixels each contains). Each of these
Lavers can he used ke indicate the pisel path on
which the vritical data is eoncealzd.
Siep 2 Omee we have elassified pinels bito
different Tavers and arranged layers o descending
order, the fullowing operations arc performead o
hide Lhe puavscals image:
aScwn ehibedded wmage: Sean the grayscalc
imeaga [embodded  informuation]  frem fop te
botlicr awd from kel Lo ight in sfeps of one bl
{H) at a Hoe.
o Foerpot eenficddad fmage: Bowill be encryvpued
simply using XOWK opcration with the key K (K is
a scorct key shared by the sender and the
teceiver),
- Hida embeddded Tmager Largest layer s
seanmed o sean-live arder so thal, B will be hidden
in the two fzast sipnificam bils of four byle of de
ROGI pixel that belong e that layer. Continuing
this process far all bytes of the embedded
information and If this layer was not sulficisnr w
hide the smbedded infunoation then we wse the
second layer and so on,
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Results

The profresed approach salialy
steganographis ooquircments: incliding security,
size ol payload, and Luperecplibiling.

Firsl, in grder 1w avoid raizing tha SUSPICinNS
of euvesdroppas, while evading the outicu ks
sereening of alporithmic detection, the Lidden
vontents must be invisible bath perceptnaliy and
slatistically. This requirement was satisfied Ly
encrypling the embedded infrmation and hiding n
in different layurs basad nn spatial frequency.

Sccond,  slegannprsphy aims ol hidden
communication and therzfnre vaually  requires
sufficient cobedding  capacity, This  mettuxl

consiumes four beles of the cover image to embed
one byl o' he embedded gravscale image.

Finally, in ordsr to quantitadively the succrss
of the proposed approsch, some of Tmage Qualily
Megswes (T are emplaved sech as Mean
aquare Erer (MEE) und Correlation Cosfiicion
(Coer).

The MEL s culeulaied as demonatrates o cyuation
112
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Whaere M, and N ars the height and width of
the cover imags, ¥, is the pivel value of the cover
Image, N s the pixe? valuz of the steao-image.
Correlation Coellicien] is given by cquation 2 [R],

YRS - -V
Cnrr I ‘L‘l’{ I't ! = (2}

Y S -SEY Y (- FY

Where

PR “

k=
AN =)
_ N
o BN -
AN :

& reprgacits the piecls of Lhe cover image
and Y reprasents the piaels of e slog image.

The rgsults of FLBY on a number of imapes
sre ilustrated e figues (5 The 17 goluman
demionstrates cover mape, 2 column Mustrates
emheddad imape, 3™ calomm stegn imape, prosents
4" colunn MSE and 5% produces corrclation. Trom
resulis, we show that the MSL i very small, and
the correlation is near voe which owan thar this
method provide high aoperceptibiling.

Conclugion
The methnd presemded here is capable of

hiding inlormation {geavszale image) in the given

Val. ), December, 2006, pp.62-72

K

Seience

KGE imar:.  This approach has e following
leminrca:  a seorsl kev s used o Lide the data in
RCCHTS MAAner. An exdrd laver of seeurily i
avcomplished by biding the intormaton in b
form and T his
scheme significantly enhagesz: e scourity bt al

earsrepl i dillerenr lawers,

the sume Lime retaing s simplicicy.
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